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Description 

BACKGROUND OF THE INVENTION 



The present invention relates to an illegal copy pre- s 
vent ion apparatus for preventing intellectual property 
such as computer software or circuit configuration of 
semiconductor IC devices from being copied illegally. 

Recently, various illegal copy prevention apparatus- 
es have been proposed to prevent computer software 10 
or circuit configuration of semiconductor IC devices from 
illegal copying. For instance, the same inventors have 
already proposed the prevention apparatus in EP 0 31 6 
805 (disclosing the preamble features of claim 1 ) as dis- 
closed below: 15 

In case programs are illegally copied from an orig- 
inal floppy disk to another floppy disk and then the ille- 
gally copied floppy disk is driven to run programs, illegal 
copy discriminating means discriminates that the floppy 
disk is illegal. On the other hand, event generating 20 
means generates a constant event, at a predetermined 
probability. Therefore, when the illegal copy detection 
and the event generation both occur simultaneously, ab- 
normal operation generating means generates an ab- 
normal operation to disable the operation. 25 

US 4,584,641 discloses a copy protecting system 
for software protection, where the target (original) disk 
contains a plurality of randomly placed permanent input/ 
output errors. During the use of the user software pro- 
gram an error trap routine is run, that tries to locate these 30 
input/output errors also on a copied disk and if it fails to 
do so, the volume table of contents of the disk, that con- 
tains a listing of the locations of the input/output errors, 
is scrambled. 

As described above, conventionally, the abnormal ^ 
operation has been generated at a relatively low prob- 
ability without generating an abnormal operation when- 
ever illegal copy has been discriminated. This is be- 
cause a violator who illegally copies software, for in- 
stance, cannot easily know whether the software can be 40 
copied normally or not. Therefore, after the illegally cop- 
ied floppy disks have been put on the market and then 
used, abnormal operation will occur in some floppy 
disks, so that the violator who illegally copied software 
notices a serious situation for the first time. Consequent- *s 
ly, illegal copy has been prevented by not allowing the 
violator to remove the copy protection. That is, it has 
been impossible for the violator who illegally copies soft- 
ware to sell the illegal floppy disks, because it is difficult 
to discriminate whether the copied software is identical so 
to the original one or the protection can be removed 
completely. 

In the above-mentioned prior-art illegal copy pre- 
vention apparatus, however, there still exists a problem 
as follows: although illegal copy can be detected by the ss 
illegal copy discriminating means and further an abnor- 
mal operation can be generated only when the event 
generating means generates an event at a predeter- 



mined probability, wheriTre probability at which an event 
is generated is high, the violator who copies software 
illegally can easily discriminate whether software can be 
copied normally or not, with a result that the violator can 
compare the illegally copied software with the original 
one repeatedly for perfect analysis, until an abnormal 
operation will not be generated and therefore the copy 
protection function can be removed perfectly. In contrast 
with this, when the probability at which an event is gen- 
erated is determined low, the copy protection may not 
be removed because the violator can not notice the 
presence of the copy protection. In this case however, 
since almost all the illegally copied software can endure 
to use, there exists another problem in that it is impos- 
sible to effectively prevent illegal copying. 

The above-mentioned problems can be applied to 
circuit configuration of semiconductor IC devices by the 
same reason as in program software. Therefore, it has 
been a serious problem how to generate an abnormal 
operation whenever circuit configuration to be protected 
is copied illegally. 

SUMMARY OF THE INVENTION 

With these problems in mind, therefore, it is the pri- 
mary object of the present invention to provide an illegal 
copy prevention apparatus which can effectively pre- 
vent illegal copying. 

This object is solved by an illegal copy prevention 
apparatus according to claim 1 . Further advantageous 
embodiments and improvements of the invention are 
listed in the dependent claims. 

According to one aspect of the present invention, 
there is provided an illegal copy prevention apparatus, 
comprising: an illegal copy discriminating section includ- 
ing two or more illegal copy discriminating means for dis- 
criminating whether an object is illegally copied, inde- 
pendently; an event generating section including event 
generating means, when an illegal copy is discriminated 
by the illegal copy discriminating means, for generating 
an event at a predetermined probability; and an abnor- 
mal operation generating section for generating an ab- 
normal operation when any one of the illegal copy dis- 
criminating means discriminates an illegal copy and fur- 
ther said event generating means corresponding to the 
illegal copy discriminating means which discriminates 
the illegal copy generates an event. 

In the illegal copy prevention apparatus according 
to the present invention, an abnormal operation gener- 
ating section generates an abnormal operation, only 
when any one of the illegal copy discriminating means 
discriminates an illegal copy and further the event gen- 
erating means corresponding to the discriminating 
means (which now discriminates an illegal copy) gener- 
ates an event at a predetermined probability. 

That is, when one illegal copy discriminating means 
discriminates an illegal copy and additionally one event 
generating means corresponding thereto generates an 
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event, an abnormal operation is generated by the ab- 
normal operation generating section, so that the violator 
notices later that software is not copied in the same sta- 
tus as the original software; that is, the copy protection 
is not removed. In most cases, the violator may compare 
the copied software with the original one for perfect anal- 
ysis of protection, to remove the protection achieved by 
the illegal copy discriminating means. 

In this case, however, even if this protection is re- 
moved, since another illegal copy discriminating means 
discriminates an illegal copy, when the event generating 
means corresponding thereto generates an event at a 
predetermined probability, an abnormal operation is 
generated again by the abnormal operation generating 
section. Therefore, when a plurality of pairs of the illegal 
copy discriminating means and the event generating 
means are provided, even if one protection has been 
removed, an abnormal operation will be generated at 
another predetermined probability 

Where single illegal copy discriminating means and 
single event generating means are provided respective- 
ly, the probability at which an abnormal operation is gen- 
erated in response to illegal copy discrimination is set 
to a single value. Therefore, it the probability at which 
the event generating means generates an event is high, 
the violator can easily discriminate whether software is 
copied normally or not, so that the copy protection can 
be easily removed. On the other hand, it the probability 
at which the event generating means generates an 
event is low, there exists a problem in that it is possible 
to practically use copied software illegally. 

In the apparatus according to the present invention, 
however, since a plurality of pairs of illegal copy discrim- 
inating means and event generating means are provid- 
ed one-to-one correspondence to each other, the prob- 
ability at which all the abnormal operations are gener- 
ated by all the abnormal operation generating means is 
a fairly low value which can be obtained by multiplying 
all the probabilities of all the event generating means. 

Therefore, even if an abnormal operation is gener- 
ated by any of the illegal copy discriminating means and 
the corresponding event generating means, and there- 
fore the violator notices the presence of copy protection, 
since the possibility at which all the abnormal operation 
is generated is fairly low due to the presence of all the 
illegal copy discriminating means and the correspond- 
ing event generating means, it is extremely difficult for 
the violator to notice the presence of all the copy pro- 
tections. Therefore, the violator cannot discriminate 
whether the copy protections are completely removed 
or not, thus allowing the violator not to use or sell the 
illegally copied software extensively. 

On the other hand, the probability is relatively high 
that an abnormal operation is generated when at least 
one illegal copy discriminating means discriminates ille- 
gal copy and further the corresponding event generating 
means generates an event. This is because this proba- 
bility can be obtained by subtracting a value obtained 
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by multiplying all the pTWabilities at which the events 
are not generated from 1 . As a result, whenever an ille- 
gal copy is used, since any one of the abnormal opera- 
tions is generated, it is practically impossible to use or 
5 sale the illegal copy. 

Further, when all the probabilities at which every 
event is generated by every event generating means are 
determined to be different from each other, it is possible 
to more effectively prevent illegal copy by combining 
10 high and low probabilities at which abnormal operations 
are generated, respectively 

In addition, when the illegal copy discriminating sec- 
tion corresponding to copy protection is realized on a 
circuit of a semiconductor integrated circuit device, 
is since the circuit is more difficult to be copied as com- 
pared with software, it is more difficult to remove the 
copy protection. Further, when the event generating 
section and the abnormal operation generating section 
are realized on computer software, these sections can 
20 be realized more easily as compared with when realized 
on the circuit. 

As described above, in the illegal copy prevention 
apparatus according to the present invention, since a 
plurality of pairs of illegal copy discriminating means and 
25 event generating means are provided one-to-one corre- 
spondence to each other, when an object is illegally cop- 
ied, the probability at which an abnormal operation is 
generated is relatively high and therefore the illegal copy 
is not usable. On the other hand, since the probability 
30 at which all the abnormal operations are generated is 
considerably low, the violator cannot notice the pres- 
ence of all the copy protections implemented by every 
illegal copy discriminating means, thus preventing the 
violator from using or selling the illegal copy extensively 
35 or providing an effective illegal copy prevention. 

BRIEF DESCRIPTION OF THE DRAWINGS 
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Figs. 1 to 3 are schematic block diagram showing 
embodiments of the illegal copy prevention appara- 
tus according to the present invention; 
Fig. 4 is a flowchart for assistance in explaining the 
operation procedure of an embodiment of the illegal 
copy prevention apparatus for protecting software 
from illegal copying; 

Fig. 5 is a block diagram showing an ordinary com- 
puter for protecting software from illegal copying; 
Fig. 6 is a circuit diagram showing a configuration 
of an embodiment of the illegal copy prevention ap- 
paratus for protecting circuit configuration of a sem- 
iconductor IC device from illegal copying; and 
Fig. 7 is a prior-art circuit pattern diagram for real- 
izing a part of the same circuit shown in Fig. 5 on a 
semiconductor IC device. 
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DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 



general 



Embodiments of the present invention will be de- 
scribed hereinbelow with reference to the attached 
drawings. 

Fig. 1 is a block diagram showing a configuration of 
the present invention, in which the apparatus comprises 
an illegal copy discriminating section 1 , an event gener- 
ating section 2, and an abnormal operation generating 
section 3. The illegal copy discriminating section 1 is 
composed of a plurality of illegal copy discriminating 
means 1a, 1b, .... 1n (n: 2 or more integer) for discrimi- 
nating whether an object is copied illegally, independ- 
ently. The event generating section 2 is composed of a 
single event generating means 2a for generating an 
event at a predetermined probability. The abnormal op- 
eration generating section 3 generates an abnormal op- 
eration when any one of the illegal copy discriminating 
means 1a, 1b, In discriminates an illegal copy and 
further the event generating section 2 generates an 
event at a predetermined probability. For instance, when 
the illegal copy discriminating means 1a discriminates 
an illegal copy and further the event generating means 
2a generates an event, an abnormal operation is gen- 
erated. 

In Fig. 1, a single abnormal operation generating 
means 3 is provided. Without being limited thereto how- 
ever, it is also preferable to provide an abnormal oper- 
ation generating section 3 composed of a plurality of ab- 
normal operation generating means 3a, 3b, 3n so as 
to correspond to the illegal copy discriminating means 
and the event generating means, respectively, as shown 
in Fig. 3. In this case, when the illegal copy discriminat- 
ing means 1a detects an illegal copy and further the 
event generating means 2a generates an event, the ab- 
normal operation generating means 3a generates an 
abnormal operation. 

Fig. 2 is a block diagram showing a configuration of 
the present invention, in which the apparatus comprises 
an illegal copy discriminating section 1 , an event gener- 
ating section 2, and an abnormal operation generating 
section 3. The illegal copy discriminating section 1 is 
composed of a plurality of illegal copy discriminating 
means 1a, 1b 1n (n: 2 or more integer) for discrimi- 
nating whether an object is copied illegally, independ- 
ently. In the same way, the event generating section 2 
is composed of a plurality of event generating means 
2a, 2b, .. 2n for generating an event at a predetermined 
probability, independently. The abnormal operation gen- 
erating section 3 generates an abnormal operation 
when any one of the illegal copy discriminating means 

1a, 1b 1n discriminates an illegal copy and further 

the event generating means corresponding to the illegal 
copy discriminating means which discriminates an ille- 
gal copy generates an event at a predetermined proba- 
bility. For instance, when the illegal copy discriminating 
means la discriminates an illegal copy and further the 



corresponding event geflerating means 2a generates 
an event, an abnormal operation is generated. Here, the 
probability at which the event generating means gener- 
ates an event may be equal to or different from each 
s other in these event generating means. 

In Fig. 2, a single abnormal operation generating 
means 3 is provided. Without being limited thereto how- 
ever, it is also preferable to provide an abnormal oper- 
ation generating section 3 composed of a plurality of ab- 

io normal operation generating means 3a, 3b 3n so as 

to correspond to the illegal copy discriminating means 
and the event generating means, respectively, as shown 
in Fig. 3. In this case, when the illegal copy discriminat- 
ing means la detects an illegal copy and further the 
*s event generating means 2a generates an event, the ab- 
normal operation generating means 3a generates an 
abnormal operation. 

The illegal copy prevention apparatus for prevent- 
ing computer software from illegal copying will be de- 
20 scribed hereinbelow. Fig. 5 shows an ordinary computer 
system configuration for executing or copying software. 
A microprocessor 30 executes various instructions in 
accordance with programs stored in a ROM 31 or a RAM 
32; reads or writes new programs and data to or from a 
2S floppy disk (magnetic recording medium) 34 via a floppy 
disk controller 33; displays messages and data read 
with a keyboard 38 via a keyboard controller 37 on a 
CRT unit 36 via a CRT controller 35; and outputs exe- 
cuted results to a printer 40 via a printer controller 39. 
30 Further, a real time clock 41 indicates the current time. 

Fig. 4 shows a flowchart for assistance in explaining 
a procedure of preventing programs stored on an origi- 
nal floppy disk (34a) from being illegally copied onto an- 
other floppy disk (34b). 
36 The microprocessor (referred to as u.P) 30 reads a 
program from an original floppy disk 34a (in step S101 ), 
and executes the program (in step SI 02). u.P 30 exe- 
cutes an instruction to set a flag A (in step S103). This 
FLAG setting instruction can be executed at any time 
40 when the program is being executed. uP checks wheth- 
er the flag A is set or not (in step S1 04). If set, since this 
indicates that the floppy disk is determined to be normal 
and therefore legal, a normal operation is kept executed. 
If not set, the floppy disk is determined to be abnormal 
45 and therefore illegal. The illegal copy discriminating 
means detects an illegal copy by instructing uP to set a 
flag A and detecting whether the flag A can be set. 

The instruction to set flag A will be explained in fur- 
ther detail below: In an original floppy disk 34a, a certain 
so hardware damage is previously formed at blank area 
other than that where the program is loaded. Therefore, 
the format in the blank area is broken and no data can 
be read therefrom. The illegal copy discriminating 
means instructs the uP to read data from the broken 
ss blank area. Therefore, when the original legal floppy 
disk 34a is driven to run programs and this instruction 
is executed, it is impossible to read data from the broken 
blank area, so that an error is generated. On the other 
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hand, since a violator does not know tnat there exists a 
specific hardware damage and therefore the blank area 
format on the illegal floppy disk 34b is not broken, when 
this illegal floppy disk 34b is driven to run program. 
Therefore, when the illegal floppy disk is driven to run 
program, it is possible to read data from the blank area, 
so that no error can be produced and displayed. Here, 
an instruction to read data from the blank area is includ- 
ed in an instruction to set flag A. That is. flag A is set 
when an error is generated in response to the instruction 
to read data from the blank area and reset when no error 
is generated in response thereto. In other words, when 
a program read from an original floppy disk 34 A is exe- 
cuted, an error is generated to set flag A, which indicates 
a legal floppy disk. In contrast, when a program read 
from an illegal floppy disk 34b is executed, no error is 
generated without setting flag A, which indicates an il- 
legal floppy disk. 

Further, the event generating means generates an 
event at a predetermined probability as follows: uP 30 
reads the current time from the real time clock 41 (in 
step S105) and checks whether the current time is a 
specific time (e.g. 0 sec) or not (in step S106). If YES, 
uP determines that an event is generated and if NO, uP 
determines that an event is not generated. That is, if the 
current time is 0 (an event occurs) (in step S106), an 
abnormal operation is generated by the abnormal oper- 
ation generating means (in step S107). If the current 
time is not 0 (an event does not occur) (in step SI 06), 
a normal operation is kept generated. 

In the above-mentioned operation procedure, when 
the illegal copy discriminating means discriminates an 
illegal copy, an event is generated by the event gener- 
ating means. Without being limited thereto, it is possible 
to reverse the above operation procedure. That is, after 
the event generating means has generated an event, 
the illegal copy discriminating means discriminates 
whether an illegal copy is used. If an illegal copy is dis- 
criminated, an abnormal operation is generated. In- 
stead, it is also possible to operate both the functions 
simultaneously. 

Once an illegal copy has been discriminated and an 
abnormal operation is generated at a predetermined 
probability, the violator notices the presence of copy pro- 
tection and tries to remove this copy protection by re- 
peatedly comparing the illegal copy with the original 
copy for analyzation of copy protection. 

In the system according to the present invention, 
the similar protection operation from steps S1 03 to S 1 07 
is repeated. In other words, other protections different 
from the first protection (if removed) are provided by the 
remaining illegal copy discriminating means. In practice, 
uP30 executes an instruction to set flag B (in step S1 11 ). 
This flag B setting instruction is similar to that to set flag 
A. uP 30 checks whether flag B is set (in step S112). If 
set, uP discriminates that the floppy disk is legal to main- 
tain a normal operation. If not set, uP discriminates that 
the floppy disk is illegal. The event generating means 
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corresponding to this illegal copy discriminating means 
reads the current time (in step S1 1 3). uP checks wheth- 
er the current time is zero (an event occurs) (in step 
S114). If NO (an event does not occur), a normal oper- 
s atton is kept executed. If YES (an event occurs), an ab- 
normal operation is generated (in step S115). In this 
case, it is possible to change the probability (at which 
an abnormal operation is generated) of the event gen- 
erating means, respectively by providing other clocks 
10 different from the real-time clock 41 . 

As described above, even if a first copy protection 
is removed by the violator, since there exist other sev- 
eral copy protections achieved by other illegal copy dis- 
criminating means, it is possible to generate an abnor- 
*s mal operation at a predetermined probability. Therefore, 
it is extremely difficult for the violator to check whether 
all the copy protections can be removed, thus prohibiting 
illegally copied floppy disk from being used or sold. 
For example, even if two abnormal operations are 
20 generated in sequence from steps S107 to S115 and 
the violator removes both the copy protections, since 
another illegal copy discriminating means protects the 
original floppy diskf rom being copied in accordance with 
the control steps from S121 to S125 in the same way as 
2S in steps from S103 to S107 or from S111 toS115. That 
is, flag C is set (in step S121); if set, a normal operation 
is maintained (in step S122); if not set, a time is read 
from a clock (in step S123); if the time is not 0, a normal 
operation is maintained (in step S124); if the time is 0, 
30 an abnormal operation is generated (in step SI 25). 

As described above, where there exist a plurality of 
copy protections, it becomes extremely difficult for the 
violator to notice the presence of all the protections and 
further remove all the protections completely, so that it 
35 js possible to effectively prevent illegal floppy disk cop- 
ying. 

Here, since the value obtained by multiplying all the 
probabilities of all the event generating means is con- 
siderably small, it is seldom that all the abnormal oper- 

40 ations are generated. Therefore, it is extremely difficult 
for the violator to notice the presence of all the copy pro- 
tections and further remove all of them. The above-men- 
tioned feature can be attained by setting a relatively 
small probability value to any one or all of the event gen- 

45 orating means. 

Further, since a value obtained by subtracting from 
1 a value obtained by a multiplication of all the proba- 
bilities at which the events are not generated is relatively 
high, the probability at which at least one abnormal op- 

so eration is generated becomes high, so that it is extreme- 
ly difficult to use an illegal floppy disk 34b, thus effec- 
tively preventing an original floppy disk from being cop- 
ied illegally. 

The illegal copy prevention apparatus has been ex- 
55 plained by taking the case where applied to software 
copy protections. The apparatus for protecting circuit 
configuration of semiconductor IC device from illegal 
copying will be described hereinbelow. Fig. 6 shows a 
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NAND gate by which the illegal copy discriminating 
means are realized. 

In Fig. 6, a depletion transistor DTr is connected be- 
tween a supply voltage V pp and ground GND in such a 
way that potential at a signal line 2 is pulled up when 
two transistors Tr1 and Tr2 are both kept turned off. 
However, when a signal line A connected to a gate elec- 
trode of the transistor Tr1 and a signal line B connected 
to a gate electrode of the transistor Tr2 are both at "1 " 
in voltage level, since the two transistors Trl and Tr2 are 
both turned on, a signal line 2 drops to "0" in voltage 
level. A NAND gate C having six input terminals B1 to 
B6 is connected to the signal line B. Therefore, the sig- 
nal line 2 changes to *0" only when the signal line A is 
at *1" and further except when a "f level signal is ap- 
plied to all the input terminals B1 to B6 of the NAND gate 
C (i.e. when the signal line B is at "1"). 

Fig. 7 shows a layout pattern on which the circuit 
shown in Fig. 6 is realized by an N-MOS semiconductor 
device. Here, the signal lines A and Bare formed of poly- 
silicon, and a region near a point of intersection between 
the signal lines B and 2 is formed into a conductive state 
by ion implantation, in order to disable the transistor Tr2. 
Therefore, the potential of the signal line Z is subjected 
to the influence of the signal line A, irrespective of the 
potential of the signal line B or those of signals inputted 
to the input terminals B1 to B6 of the NAND gate C. In 
general since the circuit configuration of the semicon- 
ductor IC device is illegally copied by visual inspection 
with a microscope, it is impossible to recognize the ion 
implantation by visual check. Therefore, the copied cir- 
cuit functions as Z = A^B because of the fact that there 
exists no ion implantation. 

In other words, when at least one of the input signals 
applied to the input terminals B1 to B6 is at "0", since 
the copied circuit operates normally in the same function 
as that of the original circuit, the violator cannot notice 
the presence of circuit protection. However, only when 
all the signals applied to the input terminals B1 to B6 are 
at •1", an abnormal operation occurs being different 
from the original circuit. As described above, it is possi- 
ble to generate an abnormal operation at a predeter- 
mined probabil ity whenever the circuit is illegally copied. 
Here, if an assumption is made that the probability at 
which each input signal is at '1 " is equal to that at which 
each input signal is at m 0 m , the probability at which an 
abnormal operation occurs is as small as 1/2 6 . However, 
it is of course possible to easily adjust the probability of 
abnormal operation generation by changing the number 
of input signals applied to the NAND gate C or changing 
the probability at which the input signal changes to "1 " 
or "0". When a plurality of NAND circuits as described 
above are formed in an IC device, it is possible to protect 
the circuit configuration from illegal copy in the same 
way as when software can be protected. 

The above two embodiments have been explained 
by way of example, and therefore the present invention 
is not limited thereto. For instance, in the case of the 
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software protection appaTatus, it is possible to discrim- 
inate an illegal copy in other procedure different from 
that shown in Fig. 4. Further the probability at which an 
event is generated can be determined by counting the 
5 number of specific software routines which have been 
executed, without use of a hardware timer. In this case, 
a value is incremented whenever a specific routine has 
been executed and cleared when the incremented value 
reaches a predetermined value. 

10 

Claims 



is 



20 



25 



30 



35 



40 



45 



50 



55 



1. An illegal copy prevention apparatus, comprising: 

a) an illegal copy discrimination section (1) for 
discriminating whether an object has been ille- 
gally copied; 

b) an event generation section (2) for generat- 
ing an event which occurs according to a pre- 
determined occurrence probability; and 

c) an abnormal operation generating section (3) 
for generating an abnormal operation in re- 
sponse to the event generated by said event 
generation section when said illegal copy dis- 
crimination section discriminates an illegal 
copy; 

characterized in that 

a1 ) said illegal copy discrimination section (1 ) 
includes a plurality of illegal copy discrimination 
means (1a. 1b... 1n) each for discriminating 
whether an object has been illegally copied, in- 
dependently; and wherein 

c1 ) said abnormal operation generating section 
(3) generates an abnormal operation in re- 
sponse to the event generated by said event 
generation section when any one of said illegal 
copy discriminating means (1a, 1b...1n) dis- 
criminates an illegal copy, thereby preventing 
an illegal copier from predicting the generation 
of an abnormal operation. 

2. The illegal copy prevention apparatus of claim 1 , 
wherein said event generating section (2) compris- 
es two or more event generating means (2a, 2b... 
2n) one-to-one corresponding to one of said illegal 
copy discriminating means, each for generating an 
event at a predetermined probability. 

3. The illegal copy prevention apparatus of claim 2, 
wherein each of said two or more event generating 
means (2a, 2b... 2n) generates an event at each dif- 
ferent probability. 
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The illegal copy prevention apparatus ot claim 2, 
wherein said abnormal operation generating sec- 
tion comprises two or more abnormal operation 
generating means (3a, 3b ...3n) one-to-one corre- 
sponding to said illegal copy discriminating means 
(1a, 1b...m) and to said event generating means 
(2a, 2b.. .2n). for generating abnormal operations. 

The illegal copy prevention apparatus of claim 1 , 
wherein said illegal copy discriminating section is 
realized by a circuit configuration of a semiconduc- 
tor integrated circuit device, and said event gener- 
ating section and said abnormal operation generat- 
ing section are realized by computer software. 



Patentanspruc he 



1. Vorrichtung zum Schutz gegen eine illegale Kopie- 
rung, umfassend: 

a) einen Bestimmungsabschnitt (1) fur illegale 
Kopien, um zu bestimmen, ob ein Objekt illegal 
kopiert worden ist; 

b) einen Ereignis-Erzeugungsabschnitt (2) zum 
Erzeugen eines Ereignisses, das gemaB einer 
vorgegebenen Auftrittswahrscheinlichkeit auf- 
tritt; und 

c) einen Erzeugungsabschnitt (3) fur einen ab- 
normalen Betrieb zum Erzeugen eines abnor- 
malen Betriebs im Ansprechen auf das Ereig- 
nis, das von dem Ereignis-Erzeugungsab- 
schnitt erzeugt wird, wenn der Bestimmungs- 
abschnitt fur illegale Kopien eine illegale Kopie 
bestimmt; 
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Scnutz 



gegen eine illegale Kopie - 



Vorrichtung zum ScT 
rung nach Anspruch 1 , 

dadurch gekennzeichnet, daB der Ereignis-Er- 
zeugungsabschnitt (2) zwei Oder mehrere Ereignis- 
Erzeugungseinrichtungen (2a, 2b, .... 2n) in einer 
Eins-zu-Eins-Entsprechung zu einer der Bestim- 
mungseinrichtungen fur eine illegale Kopie umfaBt, 
jeweils zum Erzeugen eines Ereignisses bei einer 
vorgegebenen Wahrscheinlichkeit. 

Vorrichtung zum Schutz gegen eine illegale Kopie- 
rung nach Anspruch 2, 

dadurch gekennzeichnet, daB jede der zwei Oder 
mehreren Ereignis-Erzeugungseinrichtungen (2a, 
2b, .... 2n) ein Ereignis bei einer jeweils unter- 
schiedlichen Wahrscheinlichkeit erzeugt. 

Vorrichtungf Or einen Schutz gegen eine illegale Ko- 
pie rung nach Anspruch 2, 

dadurch gekennzeichnet, daB der Erzeugungs- 
abschnitt fur einen abnormal en Betrieb zwei Oder 
mehrere Erzeugungseinrichtungen (3a, 3b..., 3n) 
fur einen abnormalen Betrieb in einer Eins-zu-Eins- 
Entsprechung zu den Bestimmungseinrichtungen 
(1a, 1b, .... 1n) fur eine illegale Kopie und den Er- 
eignis-Erzeugungseinrichtungen (2a, 2b. 2n) 
umfaBt, zum Erzeugen von abnormalen Betrieben. 

Vorrichtung zum Schutz gegen eine illegale Kopie- 
rung nach Anspruch 1 , 

dadurch gekennzeichnet, daB der Bestimmungs- 
abschnitt f Or illegale Kopien durch eine Schaltung- 
konfiguration einer integrierten Halblerterschai- 
tungseinrtchtung gebitdetwird, und der Ereignis-Er- 
zeugungsabschnitt und der Erzeugungsabschnitt 
fur einen abnormalen Betrieb durch eine Compu- 
tersoftware realisiert werden. 



dadurch gekennzetchnet, daB 

40 

a1) der Bestimmungsabschnitt (1) fur illegale 
Kopien eine Vielzahl von Bestimmungseinrich- 
tungen (la, lb In) fur eine illegale Kopie 

umfaBt, jeweils zum unabhangigen Bestim- 
men, ob ein Objekt illegal kopiert worden ist; **5 
und 

cl) der Erzeugungsabschnitt (3) fur einen ab- 
normalen Betrieb einen abnormalen Betrieb im 
Ansprechen auf das von dem Ereignis-Erzeu- so 
gungsabschnitt erzeugten Ergebnis erzeugt, 
wenn irgendeine der Bestimmungseinrichtun- 
gen (1a, 1b, .... 1n) fur eine illegale Kopie eine 
illegale Kopie bestimmt, 

55 

wodurch verhindert wird, daB ein illegaler Kopierer 
die Erzeugung eines abnormalen Betriebs vorher- 
sagt. 



Revendications 

1. Appareil pour la prevention de reproductions il lega- 
tes comprenant: 

a) une section (1) d'tdentification d'une repro- 
duction illegale, pour determiner si un objet a 
ete re p rod u it illegalement; 

b) un section (2) de generation d'un evene- 
ment, pour generer un evenement qui se pro- 
duit avec une probability d'apparition predeter- 
mines; et 

c) une section (3) de generation d'un fonction- 
nement anormal, pour generer un fonctionne- 
ment anormal en reponse a I 1 evenement gene- 
re par lad it e section de generation d'un evene- 
ment lorsque ladite section d'tdentification 
d'une reproduction illegale identifie une repro- 
duction illegale; 
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caracterise en ce que 

a1) ladite section (1) ^identification d'une re- 
production illegal© comprend plusieurs moyens 
(1a, 1b ... 1 n)d*identificatk>n d'une cc^ie illega- s 
1e, pour determiner chacun independamment si 
un objet a ete rep rod u it i I lega lament; et dans 
lequel 

d) ladite section (3) de generation d'un fonc- 
tionnement anormal gene re un fonctionnement io 
a normal en reponse a I'evenement genere par 
ladite section de generation d'un evenement 
lorsque Tun quelconque desdits moyens (1a, 
1b In) identifte une reproduction illegale, 
empechant ainsi I'auteur d'une production ille- *s 
gale de pre voir la generation d'un fonctionne- 
ment anormal. 



2. Appareil pour la prevention de reproductions illega 

les solon la revendication 1 , dans lequel ladite sec- 20 
tion (2) de generation d'un evenement comprend 
deux ou plusieurs moyens de generation d'un eve- 
nement (2a, 2b .. . 2n) correspondant de maniere bi- 
univoque a Tun desdits moyens d'identification 
d'une reproduction illegale, pour generer chacun un 25 
evenement avec une probabilite predeterminee. 



3. Appareil pour la prevention de reproductions illega- 
les selon la revendication 2, dans lequel chacun 
desdits deux ou plusieurs moyens de generation 30 
d'un evenement (2a, 2b ... 2n) genere un evene- 
ment avec chacun une probabilite differente. 



4. Appareil pour la prevention de reproductions i Nega- 
tes selon la revendication 2, dans lequel ladite sec- 36 
tion de generation d'un fonctionnement anormal 
comprend deux ou plusieurs moyens (3a, 3b ... 3n) 
de generation d'un fonctionnement anormal corres- 
pondent de maniere bi-univoque auxdits moyens 
(la, lb .., In) d'identification d'une reproduction il- 40 
legale et auxdits moyens (2a, 2b ... 2n) de genera- 
tion d'un evenement, pour generer des fonctionne- 
ment anormaux. 



5. Appareil pour la prevention de reproductions illega- 45 
les selon la revendication 1, dans lequel ladite sec- 
tion d'identification d'une reproduction illegale est 
realisee par une configuration de circuit d'un dispo- 
sitif a circuit integre a semi-conducteur, et ladite 
section de generation d'un evenement et ladite sec- 60 
tion de generation d'un fonctionnement anormal 
sont realisdes par un programme d'ordinateur. 



55 
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